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COVID 19 - Extension of deadlines before the Benelux and the European Union
intellectual property offices

Due to the restrictions caused by Covid-19, the Benelux Office for Intellectual Property (the “BOIPBOIP”) and
the European Union Intellectual Property Office (the “EUIPOEUIPO”) have decided to extend the deadlines in
connection with procedures and requests taking place before them. Please note that the BOIP and the
EUIPO may take additional decisions and our article might not reflect these latest developments at the
time of reading. Do not hesitate to contact us if you have any question regarding your trademarks and
designs.

For Benelux trademarks and designs:For Benelux trademarks and designs:

On 20 March 2020, the BOIP decided that it would not withdraw any requests or procedures if a deadline
is not met between 16 March 2020 and a date (determined by the BOIP in due course) on which it can
be considered that people and businesses can properly work again in the Benelux (the “BAU DateBAU Date”). For
example, deadlines for the payment of fees or initiating opposition proceedings against trademark
applications are affected by this decision. An additional period of one month as from the BAU Date will
be granted for all requests and procedures for which deadlines have expired between 16 March 2020 and
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the BAU Date or for which deadlines are less than one month on the BAU Date.

Be aware that, given these extensions, the relevant registers may not reflect the accurate status of
certain trademarks or designs.

Please note that the question of whether an appeal was lodged in time before the Benelux Court of
Justice (competent in case of appeal against a final decision of the BOIP) is the competence of the
Benelux Court of Justice itself. Currently, the Benelux Court of Justice has not announced any extension
of the deadlines in relation to the procedures initiated before it.

For more information on the extension of deadlines before the BOIP, please check the BOIP
communication accessible via the following link : BOIP Communication - 20 March 2020.

 

For European Union trademarks and designs:For European Union trademarks and designs:

The EUIPO has extended, until 1 May 2020, all deadlines expiring between 9 March 2020 and 30 April
2020 inclusive that affect all parties in proceedings before the EUIPO. Since 1 May 2020 is a public
holiday and a Friday, time limits are in practice extended until 4 May 2020.

Update: On 29 April 2020, the EUIPO further extended until 18 May 2020 all deadlines expiring between
1 May 2020 and 17 May 2020. Given the EUIPO’s previous decision, this means that all deadlines expiring
between 9 March 2020 and 17 May 2020 inclusive are extended until 18 May 2020.

This extension is automatic and applies to all procedural deadlines before the EUIPO (such as the
payment of application or opposition fees, the right of priority, the opposition period or the request for
renewing trademarks or designs).

Please note that this extension does not apply to actions brought before the General Court of the
European Union against decisions of the Boards of Appeal of the EUIPO. Please note also that the
General Court has indicated that deadlines for instituting proceedings before it shall continue to run but
affords the parties the possibility of invoking the existence of unforeseeable circumstances or a force
majeure event if they cannot meet such deadlines.

For more information on the extension of deadlines before the EUIPO, please check the guidance on the
decisions of the executive director of the EUIPO via the following link: Updated Guidance - EUIPO
Decisions).

 

This may also interest you :This may also interest you :

Trademark – European Reform implemented in Luxembourg

COVID 19 - Validity and legal effect of electronic signatures under Luxembourg law

COVID 19 - Validity and legal effect of electronic signatures under Luxembourg
law

Due to current restrictions and teleworking recommendations, many people do not have access to
printers and ask whether they can sign documents electronically. Although this article was drafted in the
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context of the Covid-19 outbreak, the principles set out herein remain valid in all other circumstances.

1. General principle: validity of electronic signatures1. General principle: validity of electronic signatures

Electronic signatures are generally a valid means of signing private deeds (actes sous seing privé).
However, if the validity of the electronic signature (and therefore the validity or enforceability of the
contract or its formation) is challenged, the burden of proof will depend on the type of electronic
signature used.

2. Types of electronic signatures2. Types of electronic signatures

The eIDAS Regulation , which is directly applicable in all EU Member States (including Luxembourg  ),
defines three categories of electronic signatures:

“simple” electronic signature, i.e. “data in electronic form which is attached to or logically associated
with other data in electronic form and which is used by the signatory to sign”;

advanced electronic signature, i.e. “an electronic signature that (a) is uniquely linked to the
signatory; (b) is capable of identifying the signatory; (c) is created using electronic signature
creation data that the signatory can use, with a high level of confidence, under his sole control; and
(d) is linked to the data signed with it in such a way that any subsequent change in the data is
detectable”; and

qualified electronic signature ("QESQES"), i.e. “an advanced electronic signature that is created by a QES
creation device, and which is based on a qualified certificate for electronic signatures” ("QCESQCES").

QCES are issued by qualified trust service providers. The current list of certified trusted service providers
delivering QCES is available at https://webgate.ec.europa.eu/tl-browser/. QCES are mutually recognised
in all EU Member States.

3. Legal effect of electronic signatures3. Legal effect of electronic signatures

QES have the same legal effect as handwritten signatures. In the event of a dispute, the party
challenging the validity of the QES must prove its invalidity.

A signature shall not be denied legal effect and admissibility as evidence in legal proceedings solely on
the grounds that it is in an electronic form or that it does not meet the requirements for QES.

The legal effect of non-QES is defined by the national law of the relevant EU Member State.

The Luxembourg Civil Code defines an electronic signature as a set of data, inseparably linked to the
deed, which guarantees its integrity, identifies the signatory and expresses their adherence to the content
of the deed. In the absence of any additional requirements, the general principles on proof apply
according to which the burden of proof that the requirements of the electronic signature are met lies
with the person wishing to avail themselves of the signature. The burden of proof therefore shifts
compared to QES.

Under Luxembourg law, evidence can be brought by all means (testimony, etc.), including when non-QES
is used.

The evidence of the existence or content of an agreement may thus result from elements surrounding
the entry into the agreement such as the correspondence between the parties, including the content of
the email/message conveying the signed document, the beginning of the performance of the agreement
(including payment for example) or other behaviour of the parties, experts’ analysis, etc.

1 2
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In this respect, providers of AES products should be able to produce sufficient elements (multifactor
authentication, audit trail, etc.) to ease the management of evidence in case the validity of the non-QES
electronic signature is challenged.

However, for transactions of a value above EUR 2,500.-, valid evidence against non-merchants (non
commerçants) can in principle only result from written documents (there are exceptions).

4. Agreement on proof4. Agreement on proof

Save under certain exceptions, it would be possible to shift the burden of proof contractually. The
language, to be agreed in advance of and separately from the document that will be signed
electronically  (or with the use of a QES), could either restrict the possibility for the parties to challenge
the validity of the type of electronic signature they agree to use, and/or negate the burden-shifting
effect of not using QES.

If the relevant language is added in the document to be signed electronically itself, additional elements
must be kept as evidence that may be used as a complement to the document having a non-QES, the
legal effect of which is not automatically recognised as equivalent to wet ink signature.

5. Limitations5. Limitations

With the exception of specific statutory rules, the principles mentioned above apply to private deeds only.
A number of documents can in principle not be concluded electronically, such as for example notarial
deeds, contracts transferring ownership of (Luxembourg) real property, contracts which require the
intervention of the courts, public authorities or public officers, guarantees (contrats de sûretés) and
collateral guarantees provided by non-professional persons.

For all cases where Luxembourg provides that documents must be kept at the registered office of the
company, it would be useful in case documents are signed electronically, in addition to the electronic
version, to keep a paper version in case the information system hosting the electronic version is
temporarily or definitively unavailable. Such paper version would however not be considered an original.

For legal entities, it should be checked that nothing in the constitutional documents impedes the use of
electronic signatures for the intended documents, e.g. for all corporate documents.

Certain regulations, including for example the fight against money laundering and terrorism financing, or
the procedures adopted pursuant to such regulations, may hinder the use of electronic signatures as
paper originals with wet ink signature may still be required.

6. Risks6. Risks

In our view, from a Luxembourg standpoint, the main risk associated with electronic signatures is whether
its validity (and thus the validity and enforceability of the deed itself) is challenged outside of the EU, i.e.
in a country not recognising the legal effects of such signatures. This could occur even if the laws of
Luxembourg or of another EU Member State were chosen to govern the agreement or if Luxembourg or
another EU Member State was chosen as having jurisdiction. This may require legal advice from local
counsel in those countries (e.g. the countries in which the other parties have their habitual residence).

 
This may also interest you :This may also interest you :

E- Commerce – Luxembourg Electronic signature regime to fully aligned with eIDAS Regulation

COVID 19 – Telework in light of the Labour and Data Protection Law

3
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1. Regulation (EU) 910/2014 on electronic identification and trust services for electronic transactions in the

internal market (the eIDAS RegulationeIDAS Regulation).

2. Electronic signatures were first introduced by the amended Law of 14 August 2000 on electronic commerce

(the e-Commerce Lawe-Commerce Law). Given that EU law prevails over national laws and a bill of law adopted in March 2019 is

currently being discussed with a view to amending the e-Commerce Law to align the Luxembourg regime on

electronic signatures with the later adopted eIDAS Regulation, we have not elaborated further on the regime

applicable under the e-Commerce Law.

3. E.g. general terms and conditions.

COVID 19 - Legal principles and CNPD best practices in relation to processing by
employers of health data

The COVID-19 outbreak and its rapid development into a global pandemic has led governments to adopt
exceptional measures to restrain further development of the virus. Businesses and organisations are from
now on required to implement business continuity plans. In that context, processing of personal data may
be necessary for employers to respond to their legal obligation to ensure the safety and health of their
employees in the workplace   The “Commission Nationale pour la Protection des Données” (“CNPDCNPD”) has
therefore issued guidance  on the collection of personal data in the current context. In particular,  under
the EU General Data Protection Regulation (“GDPRGDPR”), personal data concerning health is considered
sensitive and therefore enjoys specific protection , to assure appropriate safeguards based on its high-risk
potential.

Legal principles applicable to the processing of health dataLegal principles applicable to the processing of health data

The processing of health data (including disclosure to other employees if absolutely necessary) could only
be based on:

“explicit consent” (consent being defined as the “freely given, specific, informed and unambiguous
indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative
action, signifies agreement to the processing of personal data relating to him or her”); or

the necessity “for the purpose of carrying out the obligations and exercising specific rights of the
controller in the field of employment law” (e.g. security and health of the employees in general).

For each processing operation (collection, storage, disclosure, retention), a balancing of interests must be
operated between the legitimate interest of the employee to keep their personal data private and the
general obligation of the employers to ensure health and safety of their employees at work.

In the case of COVID-19, it may be considered that the health and safety obligation of the employer
prevails over the protection of the employee’s personal data if and to the extent that the same result
could not be achieved without collecting/disclosing the information.

Employees, however, must take all measures to preserve the health and safety of others and of
themselves : they must, in principle, inform their employer if they suspect contact with the virus.
Employers can of course recall this principle during a (dedicated) information campaign.

Employers must take all measures to be able to communicate, to health authorities who request it, the
the nature of the exposure of its employees.
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Recommendations issued by the CNPDRecommendations issued by the CNPD

If a positive COVID-19 case is reported within a business or an organisation, employers may record
and store the date and the identity of the data subject suspected of having been exposed as well
as the organisational measures implemented.

Employers may communicate the nature of the exposure, to the extent necessary for any health
or medical care of the exposed person, to the health authorities at the latter’s request.

Employers may remind employees that they must implement all means to preserve the health and
safety of others and themselves . They must therefore in principle, inform their employer if they
suspect COVID-19 symptoms.

Don’ts issued by the CNPDDon’ts issued by the CNPD

Employers should not require employees to communicate daily health statements to them, such as
their body temperature, nor should they establish medical forms to be filled out by the latter.

Employers should not have visitors or any other external person to sign a pre-established
declaration certifying that they are free from any COVID-19 symptoms or that they have not
recently travelled to a risk-zone.

Overall, the CNPD encourages businesses to raise internal awareness for inviting employees to carry out
individual feedback of personal information in connection with possible exposure to COVID-19 subjects.

For the future, more flexibility could be introduced on the basis of Article 9(4) GDPR provides for the
possibility for the EU Member States to maintain or introduce further conditions with regard to the
processing of genetic or biometric data or data concerning health.

 

This may also interest you :This may also interest you :

COVID 19 - EDPB Statement on the processing of personal data

CNIL - French Data Protection Supervisory Authority’s strategy for 2020

1. Article L.312-1 Labour code.

2. Article 9 GDPR.

3. Article L.313-1 Labour Code.

4. Article L-313-1 Labour code.

COVID 19 - Telework in light of the labour and data protection law

Due to the coronavirus pandemic, the Luxembourg Government invited all companies, if and where
possible, to implement teleworking. Teleworking is a form of organising and/or performing work, using

4
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information and communications technology, in the context of an employment contract, where work is
carried at the home of the employee. Specific rules apply thereto .

In principle, teleworking should be mutually agreed in writing between both the employer and the
employee. This agreement shall include mandatory information, such as the place of work, the description
of the functions and tasks to be achieved by the employee during hours of teleworking, the working
hours during which the teleworker must be available to the employer, the contact person for the
teleworker, the description of the equipment used by the teleworker, the insurance coverage for loss of
damage to equipment, etc.

In the context of the COVID-19 outbreak, teleworking may be implemented by employers on the basis of
their statutory obligation to ensure the health and safety of their employees . Employees may also
request permission from their employer to telework. In such a case, the Employer may only refuse if
justified by operational needs.

Teleworking shall be organised during the normal working hours as provided in the employment
contract/addendum to the employment contract, in compliance with the legal limits relating to weekly
and daily working time. The parties must agree on the arrangements for overtime which shall comply
with the legal provisions and correspond as far as possible to the company’s internal procedures. Recent
case law has recognised a right to disconnect for employees . The employer must also respect the
teleworker’s privacy.

In the context of the COVID-19 crisis, specific tax and social security arrangements have been negotiated
with the French, Belgian and German authorities to facilitate teleworking for cross-border workers.
Notwithstanding the provisions of the existing double tax treaties, as of 14 March 2020 and until further
notice, days of presence of a worker at home, in particular to carry out telework, will not be taken into
account in the calculation of the tax exempted period of 29 days for France, 24 days for Belgium and 19
days for Germany. In addition, there should be no change in status of cross-border workers in connection
with the applicable social security scheme even if the threshold of performance of substantial activities
(i.e. 25%) from their country of residence is met due to teleworking during the period of confinement.

Whether at home or at the office, employees are continually accessing confidential and personal data as
part of their daily tasks. Working remotely comes with an increased risk and vulnerability of the company
and the data processed by employees. Telework presents a challenge towards compliance with existing
confidentiality and data protection rules such as the EU General Data Protection Regulation (“GDPRGDPR”).
Many companies and businesses have to respond to the current situation by setting up secured Virtual
Private Network or safe internet connections. Remote workers are still required to control the devices
they use. At the same time, organisations have to maintain, or if necessary extend, existing data
protection standards. In that context, the CSSF has reiterated that it is the responsibility of each entity to
define the conditions, including security conditions, for the use of the computer system. The company
may also use computer systems in which it allows one or more of its employees to work from home, in
proportion to the risks to which it is exposed . Finally, in terms of data transfer towards third countries,
organisations and businesses have to satisfy the expected confidentially level.

Article 32 of the GDPR requires that controllers and processors implement technical and organisational
measures to ensure a high level of security, appropriate to the risk. This includes, among the ongoing
confidentiality of processing systems, the pseudonymisation and encryption of personal data, the ability
to restore the processed data in the event of a physical or technical incident, such as an external cyber
attack or the loss of the device by the teleworker and a regular testing and evaluation system to assess
the effectiveness of the technical and organisational measures. From a practical standpoint, this may
require companies to review and update company policies and codes of conduct regarding the protection
of personal and confidential data in times of remote working. They may establish approved codes of
conduct  or certification mechanism  as an element by which they demonstrate compliance with the
requirements set out in Article 32 of the GDPR. Companies may occasionally organise compulsory
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training programmes for their employees in order to keep data security standards constantly up to date.

Because of the demanding technical requirements in enabling employees to work from home, companies
may have to rethink their IT standards, by upgrading the contractual arrangements they have with their
IT suppliers or, if necessary, change supplier. In that context, Article 28 of the GDPR requires that the
binding contract between the controller and the processor includes specific provisions obliging the
processor to take all security measures necessary to meet the requirements of Article 32 GDPR.
Companies may therefore have to set up adequate and updated data protection agreements with
existing or new IT suppliers. As a result, internal procedures regarding the notification of data breaches
may also need to be updated towards the renewed risk that remote working implies.

The implementation of teleworking by maintaining GDPR-compliant data protection standard clearly
demands close collaboration between different stakeholders within a business organisation and external
contractors such as IT suppliers. Not only the privacy and personal data of all employees must be
protected, but they must also protect that of the persons they interact with.

All the above GDPR-related matters will apply under all circumstances of teleworking, thus also outside
the context of COVID-19.

 

This may also interest you :This may also interest you :

COVID 19 - Validity and legal effect of electronic signatures under Luxembourg law

COVID 19 - Legal principles and CNPD Best Practices in relation to processing by employers of
health data

1. Collective bargaining agreement concluded on 21 February 2006, and renewed on 15 December 2015 between

labour relation partners which was declared of general obligation by Grand Ducal Regulation dated 15 March

2016.

2. Article L.312-1 Labour Code.

3. Luxembourg Court of Appeal 2 May 2019, n°45230: first time that a Luxembourg Court recognised the right

to disconnect for the employees during annual leave. Extension of such case law is to be expected.

4. CSSF, COVID FAQ, 2 April 2020; http://www.cssf.lu/fileadmin/files/FAQ/FAQ_Covid_19_fr.pdf

5. Article 40 GDPR.

6. Article 42 GDPR.

COVID 19 - EDPB Statement on the processing of personal data

On 19 March 2020, the European Data Protection Board (“EDPBEDPB”)  issued a statement concerning the
lawfulness of personal data processing resulting from the emergency measures taken by governments,
public and private organisations throughout the European Union to contain and mitigate COVID-19.

It clarifies that the EU General Data Protection Regulation (“GDPRGDPR”)  does not hinder the implementation
of special measures to fight the pandemic. The protection of personal data must be considered where
adopting such measures though. Any restriction on the freedom of individuals caused by emergency
measures must remain proportionate and limited in time.

1
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The EDPB reiterates that the GDPR provides specific legal bases for competent public health authorities
and employers to process personal data, including special categories of data (such as health data), in
exceptional circumstances, such as in the context of an epidemic. It is also important to take measures in
accordance with the core principles of the personal data protection law, such as purpose limitation, data
minimisation, storage limitation, transparency in the provision of information, and having adequate
security measures and confidentiality policies in place.

As regards the processing of telecom data, such as location data, operators must continue to comply
with the Luxembourg Law of 30 May 2005 on the protection of personal data in the electronic
communications sector, as modified (implementing the e-Privacy Directive ). Operators may only process
location data insofar as such data are anonymous (i.e. aggregated data from which individuals cannot be
re-identified) or with the data subject’s consent.

Exceptionally , where it is not possible to process only anonymous data and subject to the
implementation of adequate safeguards, Member States may introduce legislative measures allowing the
processing of location data to safeguard public security. If such measures are taken in the event of an
emergency, they should be strictly limited to the duration of the emergency at hand.

The processing of location data may for instance enable the authorities to geolocate individuals and/or
send public health messages to individuals based on the concentration of mobile devices in a specific
area. Luxembourg has not yet adopted such legislative measures.

 

This may also interest you :This may also interest you :

COVID 19 - Legal principles and CNPD Best Practices in relation to processing by employers of
health data

COVID 19 – Telework in light of the Labour and Data Protection Law

1. Regulation (EU) 2016/679 .

2. Directive 2002/58/EC .

3. If it constitutes a necessary, appropriate and proportionate measure within a democratic society and comply

with the Charter of Fundamental Rights and the European Convention for the Protection of Human Rights and

Fundamental Freedoms.

EDPB contribution to the evaluation of the GDPR

The European Data Protection Board (“EDPBEDPB”) and the national supervisory authorities (“SAsSAs”) have
reviewed and evaluated the GDPR . Since May 2018, they have observed a satisfying harmonisation of
the data protection principles and a reinforcement of the data subject’s awareness of their rights (see the
EDPB contribution adopted on 18 February 2020 here).

The EDPB has outlined difficulties in relation to the cooperation and consistency mechanism due to the
differences in national procedures. It has concluded that it is premature to revise the GDPR and rather
calls for the EU legislators to focus on the adoption of an e-Privacy Regulation.
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Adequacy decisions  remain important to cover personal data transfers outside of the EEA. But there is a
pressing need to update the existing set of Standard Contractual Clauses (SCCs) to meet the GDPR
requirements and to cover new transfer scenarios (e.g. processor-to-processor transfers) . Meanwhile, the
EDPB is currently working on other appropriate safeguards .

The EDPB has also stressed that the effective implementation of the GDPR depends on the resources of
the SAs. In this respect, the CNPD (“Commission Nationale pour la Protection des Données”), among few
other SAs (CY, CZ, DK, HR, HU, NO, SE and UK), stated that it has enough resources to perform its
missions.

 

Key Facts and numbersKey Facts and numbers

 

Complaints   received by national SAs:

Rank 1: Germany 66,965

Rank 2: UK 64,667

Rank 3: Netherlands 37,275

Rank 23: Luxembourg 926

 

Personal Data breaches notified to SAs:

Rank 1: Germany 45,561

Rank 2: Netherlands 37,413

Rank 3: UK 21,000

Rank 17: Luxembourg 498

 

Corrective powers used by the CNPD :

- Order to comply with data subject's requests (Art. 58(2)(c) GDPR)

- Order of rectification or erasure or restriction of processing (Art. 58(2)(g) GDPR)

 

Administrative fines relate to violation of the:

- principles relating to processing of personal data (Art. 5 GDPR)
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- lawfulness of processing (Art. 6 GDPR)

- valid consent (Art. 7 GDPR)

- processing of special categories of personal data (Art. 9 GDPR)

- transparency and rights of the data subjects (Art. 12 to 22 GDPR)

- security of processing and data breaches (Art. 32 to 34 GDPR)

 

Circumstances most frequently taken into account to impose a fine are the:

- degree of cooperation with the SAs

- systematic/repetitive nature of the infringement

- intentional action

- measures taken to remedy the problem or to avoid future infringements

- nature and duration of the infringement

- previous infringements by the same controller

- nature of the controller (e.g. a professional in the industry, an entity under great public
attention)

- categories of personal data affected

- the number of affected data subjects

 

This may also interest you :This may also interest you :

EDPB published standard clauses for (sub-)processing activity

CNIL - French Data Protection Supervisory Authority’s strategy for 2020

1. Regulation (EU) 2016/679 of 27 April 2016 on the protection of natural persons with regard to the processing

of personal data and on the free movement of such data (General Data Protection Regulation).

2. An adequacy decision permits data transfers or onward transfer outside the EEA.

3. SCCs adopted under the Directive 95/46/CE remain in force under the GDPR until amended, replaced or

repealed, but those SCCs do not take into account the evolutions brought by the GDPR, in particular the

processor obligations under Article 28 GDPR.

4. binding corporate rules, codes of conduct, certification mechanisms and administrative arrangements for

transfers between public authorities.

5. between May 25 th 2018 and November 30 th 2019.

6. Considered as a complaint are generally all submissions to a SA by an identified natural person or a not-for-
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profit body, organisation or association that fulfils the conditions provided by Article 80 GDPR, who considers

that the processing of personal data relating to him or her infringes the GDPR.

7. 22 SAs issued approximately 785 fines altogether. The CNPD is one of the 8 SAs which has not issued any

administrative fine since 30 November  2019.

CNIL - French Data Protection Supervisory Authority’s strategy for 2020

On 12 March 2020, the French Data Protection Authority  ("DPA"DPA") announced its objective for the year
2020 to conduct formal procedures of control over processing activities based on a thematic approach.
The French DPA therefore intends to operate controls with regard to the three following themes:

Security of health dataSecurity of health data

As sensitive personal data is [are] subject to strict conditions of processing, in particular with regard to
the requirements set out under Article 9 of the EU General Data Protection Regulation 2016/679
(“GDPRGDPR”), the French DPA wishes to ensure that appropriate measures of security are being
implemented when players operate processing activities involving this type of data .

Mobility and geo-trackingMobility and geo-tracking

The French DPA notes that many applications and devices enable users to benefit from certain functions
that involve geo-tracking technologies. As these technologies may have an impact on the private life of
individuals, the French DPA is willing to operate certain controls, in particular with regard to the
proportionality of the data to be collected by providers proposing such applications.

Cookies and other tracking toolsCookies and other tracking tools

Combining the rules set out in the GDPR with the principles deriving from the e-Privacy Directive
2002/58/EC , the French DPA issued a deliberation during the summer of 2019 establishing new
guidelines  aiming at strengthening the conditions of the validity of the consent to be obtained from any
user prior to the deposit of cookies on his/her terminal equipment. The French DPA initially intended to
issue a recommendation for spring 2020, to provide for certain operational guidance with regard to the
use of cookies and subsequent consent rule, while players would benefit from a 6-month period from the
issuance of this recommendation, to implement all necessary measures in order to be in line with the
GDPR principles on consent when using cookies; however, the issuance of such a recommendation will be
postponed due to the management of the COVID-19 crisis.

As far as the Grand Duchy of Luxembourg is concerned, the 2018 activities report of the Luxembourg
DPA  shows that the Luxembourg DPA is also willing to conduct certain audits and controls based on a
thematic approach, and, in this respect, this authority has already carried out a global audit over certain
companies with regard to the potential mandatory requirement to appoint a Data Protection Officer.

 

This may also interest you :This may also interest you :

EDPB contribution to the evaluation of the GDPR

Data Protection - CNPD provides further Guidance: Processing operations requiring a DPIA
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1. CNIL – Commission Nationale de l’Informatique et des Libertés.

2. It is clear that the recent COVID-19 crisis and subsequent management of health data will have an impact

from a data protection regulatory standpoint.

3. Please note that the draft proposal for an e-Privacy Regulation, as issued by the European Commission, and

aiming at repealing the e-Privacy Directive while establishing reinforced consent rules for the use of cookies, is

still being debated within the European institutions.

4. See CNIL deliberation here.

5. See report here.

Brexit: Personal data transfers under and after the transition period

In our previous publication  on the consequences of a no-deal Brexit on personal data transfers to the
UK, we noted that if the no-deal scenario persists after 29 March 2019, the UK will be considered as a
“third country” under the GDPR . The EU and the UK have negotiated extensions of this deadline.

The UK ceased to be a Member State of the EU on 31 January 2020. However, the UK benefits from a
transition period lasting until 31 December 2020. During this period, EU law, including the GDPR,
continues to apply to the UK. Therefore, no additional safeguard is required for personal data transfers to
the UK, at least until the end of this year. What will happen after 31 December 2020 is still uncertain.

On 18 March 2020, the European Commission published a draft agreement  on the new partnership with
the UK  and is currently considering adopting an adequacy decision. Any such decision would provide
that the UK ensures an adequate level of personal data protection and thus allows personal data
transfers to the UK as if they would take place within the EEA.

To facilitate the discussions with the European Commission, the UK government has drafted a policy
paper, which is intended to demonstrate that the UK meets the required data protection standards and
will continue to do so. The UK data protection legal framework is composed, in particular, of (i) the “UK”
GDPR, as incorporated under the European Union (Withdrawal) Act 2018 and (ii) the Data Protection Act
2018, both as amended by the Data Protection, Privacy and Electronic Communications Regulations
2019.

Should the European Commission not adopt an adequacy decision covering personal data transfers to the
UK and the transition period is not extended beyond 31 December 2020, the UK will be considered under
the GDPR as a “third country” not benefiting from an adequacy decision. In this context, personal data
transfers to the UK would be prohibited, unless appropriate safeguards or derogations can be relied on.
As previously mentioned, however most of the available safeguards would be difficult to implement
within a short timeframe (e.g. binding corporate rules, certification mechanisms or codes of conduct). The
available derogations are also unsatisfactory for non-occasional transfers.

Therefore, the soundest alternative would be for EU-based controllers to enter into (or mandate their
processors to enter into) Standard Contractual Clauses (“SCCs”) with the UK personal data importers.
The existing SCCs have been adopted on the basis of the old data protection regime under Directive
95/46/EC (repealed by the GDPR) and have not been updated since the GDPR came into force.
Notwithstanding this gap, the GDPR provides that such SCCs shall remain in force until amended,
replaced or repealed.

Nevertheless, possible transfers remain limited under the SCCs, which only cover transfers from EU
controller (to non-EU controller/processor). Transfers from EU processors (to non-EU
controllers/processors) are not possible with the existing SCCs. The European Commission is still working

1

2

© ELVINGER HOSS PRUSSEN EHLO, OUR ICT, IP, MEDIA AND DATA PROTECTION NEWS - APRIL 2020 | 13 / 14

https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000038783337
https://cnpd.public.lu/en/actualites/national/2019/09/rapport-annuel-2018.html
https://www.elvingerhoss.lu/publications/consequences-no-deal-brexit-personal-data-transfers-uk
https://ec.europa.eu/info/sites/info/files/200318-draft-agreement-gen.pdf
https://www.gov.uk/government/publications/explanatory-framework-for-adequacy-discussions
https://www.elvingerhoss.lu/publications/consequences-no-deal-brexit-personal-data-transfers-uk
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en


on Standard Data Protection Clauses, which are expected to address these matters.

 

This may also interest you :This may also interest you :

Data Protection - Consequences of a no-deal Brexit on personal data transfers to the UK

EU Entities can continue to transfer personal data within the Privacy Shield framework

1. Regulation (EU) 2016/679 .

2. See notably PART TWO, Title VII, Chapter two, “ Data flows and personal data protection ”, p. 135.

For any further information please contact us or visit our website at www.elvingerhoss.lu.

The information contained herein is not intended to be a comprehensive study or to provide legal advice
and should not be treated as a substitute for specific legal advice concerning particular situations.

We undertake no responsibility to notify any change in law or practice after the date of this newsletter.
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